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TECHNICAL DATA SHEET

Get Smarter, Be Safer

VirusTotal Enterprise provides the information your security
team needs to protect your network from threats

VirusTotal Enteprise enables you to research and hunt for malware, to investigate security incidents, to
automate analysis, and to keep your investigations private and secure.
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STATIC THREAT INDICATORS

Gather signals to trace your threat. VirusTotal tools
extract suspicious signals such as OLE VBA code streams
in Office document macros, invalid cross reference tables
in PDFs, packer details in Windows Executables, intrusion
detection system alerts triggered in PCAPs, Exif metadata,
and authenticode signatures.

BEHAVIOR AND RELATIONSHIP VISUALIZATION

Understand the details of how malware files act and
communicate. VirusTotal Graph visualizes relationships
across malware files, domains, and IP addresses. With
Private Graph, you can link enterprise assets, users, and
other custom information to public information within a
Graph.

IN-THE-WILD INFORMATION

Gain context on threat location and techniques used

to propagate and disseminate malware. VirusTotal runs
backend processes for sandboxing, inter-file relationships,
extracting attachments from emails, relating URLSs to files,
and characterizing files coming from honeypots.

FILE RELATIONSHIPS AND PATTERNS

Hunt for new malware threats related to incoming files. Run
YARA rules continuously for pattern matching on files and
actors and use VirusTotal backend processes to build inter-
file relationships, extract attachments from emails and build
parent-child relationships, link files to father network traffic
PCAPs, and to file signature information.

> SIGN UP FOR A FREE TRIAL


https://www.virustotal.com/#signup

FEATURES

POWERFUL ANALYTICS

Private Graph

Visualization of relationships and
behaviors of malware samples, linked
to enterprise assets, to quickly show
the big picture of an attack

Historical Threat Hunting

Use YARA rules to search historical
data and find samples that match any
combination of characteristics

Early Warning of New Threats
Set YARA rules to run automatically
as new data enters VirusTotal, and
receive alerts on any matches

High Speed Content Searching
Use keyword and file content
matching to search up to 12 months
data 100x faster
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Extended Analytics

Search on embedded icons, see
embedded URLs, execution parents,
embedded domains, files, IPs within
malware.

ENTERPRISE MANAGEMENT
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Enterprise User Management
Sync VirusTotal accounts with internal
LDAP or other user management
systems to ensure that former
employees cannot access private
investigation data.

Two-Factor Authentication
Use 2FA to protect access to enterprise
VirusTotal accounts and data

Streamlined Interface

Ul designed to support multiple types
of analysis and to be used by any
threat analyst, security, or forensic
professional

APl Automation

Rich API designed to integrate with
enterprise security systems and
processes

COMPREHENSIVE DATA

Global Origins

Files submitted from 232 unique ISO
country codes, which includes almost
3M distinct sources in the last year.

File Types

Over 100 identified file types seen
per day, on average. Examples:
Win32 DLL, Win32, EXE, HTML,
Java Bytecode, Android, PDF, Text,
Mach-O, ZIP, PNG, XML, MS Word,
JPEG, ELF, RAR, Office Open XML,
C++, C, GZIP, JAR, DOS, EXE, MS
Excel, MP3, Python, 7ZIP, Windows,
GIF, Email.

Submission Metadata

First seen and last seen dates,
number of submissions, submission
file names, countries of submission,
submission dates, ciphered submitter
identifier, submission interface.

GLOBAL SCALE

Over 1 Billion Files
Many files with strong signals to help
security partners identify malware.

1+ Million New Files Daily
Fresh stream of new threat samples
supports up-to-date enterprise
protection

Between 2M and 6M URLs
analyzed per day

Approximately 300K per day are
distinct and detected by more than 5
URL scanners.

Powered by Google
infrastructure

With the data security, reliability and
computation power of the Google
infrastructure.

*Actual statistics may vary.

CONTACT US for more information on service offerings and pricing:
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